Abstract-In mobile Delay Tolerant Networks (DTNs), messages are routed in a mobility-assisted manner. Therefore, the willingness of nodes to relay messages for other nodes plays a significant role in the routing process. Moreover, since the resources in mobile devices are generally limited, carriers of mobile devices may be unwilling to relay messages for other nodes in order to conserve their scarce resources. Furthermore, recent studies on the impact of selfish behavior in DTNs show that the performance metrics (i.e., delivery ratio, delivery overhead, and delivery latency) are severely influenced if a major portion of the nodes is selfish. A number of strategies have been proposed to prevent the impact of selfish behavior. It is therefore necessary to give an overview of the representative strategies.
I. INTRODUCTION
Mobile Delay Tolerant Networks (DTNs) are composed of a finite set of mobile devices 1 , such as cell phones and Personal Digital Assistants (PDAs). In mobile DTNs, an end-to-end routing path cannot be assumed to exist between the source and the destination of a message [1] . The characteristics of DTNs include frequent and long-term partitions which make message delivery one of the major challenges in these networks. In order to deal with the lack of end-to-end connectivity between nodes 2 , message dissemination is often performed in a "store-carry-and-forward" (or mobility-assisted) manner [1] , where a message is stored by intermediary nodes and forwarded to nodes closer and closer to the destination until the latter is eventually reached. Therefore, the willingness of nodes to relay messages for other nodes plays an important role in the message dissemination process.
In the literature, a variety of routing protocols for DTNs have been proposed, such as PRoPHET [2] , Habit [3] , 3R [4] , SimBet [5] , IFR [6] and BUBBLE [7] . The existing routing protocols rely on studies on the characteristics of node mobility (i.e., the probability of encountering a given node in the near future, or the potential social graph constructed by mobile nodes). Furthermore, most of the existing protocols potentially assume that the nodes in the network are unselfish. However, the resources (e.g., battery, memory and bandwidth) in mobile devices are traditionally limited. Moreover, the resources in the heavily utilized mobile devices can be quickly depleted [8] . Therefore, the carriers of mobile devices may be unwilling to relay messages for others, if their resources get exhausted.
Moreover, recent studies [9] [10] [11] [12] on the impact of selfish behavior on the routing performance (i.e., delivery ratio, delivery latency, and delivery overhead) of routing protocols in DTNs show that the routing performance is severely degraded, if a major portion of the nodes is selfish (or the nodes have a high probability of being selfish).
In order to stimulate selfish nodes to be cooperative, a number of incentive strategies have been proposed. The existing incentive strategies can be classified into three categories [13] [14] : barter-based, credit-based, and reputation-based. In this paper, we investigate the existing strategies in each category, and make a comparison among them in terms of routing performance. The contributions of this paper are as follows:
• We classify selfish behavior from different aspects (i.e., from the viewpoints of collusion and non-cooperation).
To the best of our knowledge, this is the first work to develop this unified view of the classification of selfish behavior.
• We summarize the various methodologies used to evaluate the impact of selfish behavior on routing performance (i.e. theoretical models and simulation methods).
• We review the different strategies for preventing selfish behavior in DTNs.
• We conduct an experiment to compare the performance of these strategies for preventing different types of selfish behavior. The remainder of this paper is organized as follows. In Section II, we classify selfish behavior, and summarize the impact of selfish behavior on routing performance. We then investigate different strategies for preventing selfish behavior in Section III. This is followed by an experiment to compare the performance of different strategies in Section IV. Finally, we conclude this paper in Section VI.
II. SELFISH BEHAVIOR
In this section, we first develop a unified view of the classification of selfish behavior. We then discuss the methodologies utilized for investigating the influence of selfish behavior on the performance of routing protocols. Finally, we summarize the performance degradation caused by selfish behavior.
A. The Classification of Selfish Behavior
Recent years have seen considerable research works addressing the issue of selfish behavior in DTNs [11] [15] [16] . Traditionally, most works consider selfish behavior as the unwillingness of a single node to relay the messages of all other nodes in order to conserve its limited resources. Nevertheless, people in real life (i.e., the carriers of mobile devices) generally do not act alone, but tend to belong to communities [17] . In an alternative type of selfishness, a node that belongs to a community is willing to relay messages for the nodes within the same community but refuses to relay messages for the nodes outside its community. For this reason, Li et al. [18] classify selfish behavior into two categories: individual selfishness and social selfishness.
Moreover, in the literature investigating the impact of selfish behavior on the routing performance [9] [10], the authors generally consider the following two types of selfish action: non-forwarding of messages and dropping of messages. Nonforwarding of messages means that a node refuses to relay messages for the nodes to which it is selfish. Dropping of messages means that a node agrees to relay messages for the nodes to which it is selfish, but it drops the messages after receiving them.
From the above description, we can see that there are two classifications from different aspects. In this paper, we develop a unified view of the classification of selfish behavior. We term the two aspects of the classification as collusion and noncooperation. From the viewpoint of collusion, selfish behavior can be classified into two categories: individual selfishness and social selfishness. From the viewpoint of non-cooperation, selfish behavior can be classified into two categories as well: non-forwarding of messages and dropping of messages. The reader is requested to refer to Fig.1 for an illustration of the unified view of the classification. To the best of our knowledge, this is the first work to develop this unified view of the classification of selfish behavior.
B. The Methodologies of Investigating the Impact of Selfish Behavior
Researchers have shown significant interest in this field since Panagakis et al. [9] first presented their study on the performance degradation caused by selfish behavior in DTNs. To evaluate the impact of selfish behavior on the performance of existing routing protocols, some works utilize theoretical analysis models, such as Continuous Time Markov Chains (CTMC), whereas others utilize simulations.
Karaliopoulos et al. [10] first explored CTMC to demonstrate the impact of selfish behavior in DTNs. Later studies [19] [20] [12] [11] explored CTMC to show the influence of selfish nodes on routing performance in the contexts of social selfishness, constrained energy and multicast routing. The studies based on theoretical analysis models assume that the occurrence of contacts between nodes follows Poisson distribution. Consequently, the inter-contact time between two nodes follows exponential distribution, which is proved by numerical simulations based on random-based mobility models (i.e., Random WayPoint and Random Direction) [21] [22] . The works based on CTMC can only assess the performance of delivery latency and delivery cost, but cannot evaluate the performance of delivery ratio, which is the most important performance metric in DTNs [23] . Moreover, these works based on the CTMC can only model the routing process of simple routing protocols, such as Epidemic [24] , Spray and Wait [25] . Recent studies on the characteristics of inter-contact time [26] [27] , which are based on human mobility from real world, demonstrate that the tail distribution of inter-contact time between nodes can be approximated by a power law distribution rather than an exponential distribution.
In order to evaluate the performance of routing protocols in terms of delivery ratio and to investigate the impact of selfish behavior on more non-trivial routing protocols (e.g., PRoPHET [2] ), authors in [28] [12] [29] have utilized simulation methods.
C. The Impact of Selfish Behavior
The exiting research works [9] [29] based on theoretical analysis models and simulations reveal the following two characteristics of the performance degradation caused by selfish behavior. Firstly, the routing performance (i.e., delivery ratio, delivery cost and delivery latency) is seriously degraded, if a major portion of the nodes in the network is selfish. Secondly, the impact on the routing performance is related to the uncooperative action of selfish behavior (i.e., non-forwarding of messages and dropping of messages). The behavior of non-forwarding of messages reduces the delivery cost, while the behavior of dropping of messages increases the delivery cost. However, both of them decrease the delivery ratio, and prolong the delivery latency, even if messages are eventually delivered.
III. STRATEGIES FOR PREVENTING SELFISH BEHAVIOR
Since the carriers of mobile devices tend to be selfish in nature, and the performance of routing protocols is degraded by selfish behavior of nodes, a number of studies focus on stimulating selfish nodes to be cooperative. The existing incentive strategies can be classified into three categories [13] [38] . In the following subsections, we will introduce the representative strategies in each category and summarize their common problems.
A. Barter-based Strategies
The simplest strategies are barter-based or pair-wise Tit-ForTat (TFT) strategies [13] [30] [31] . The mechanism is that two encountering nodes exchange the same amount of messages. In [13] [30], the authors divide the messages into two categories: primary messages and secondary messages. For a given node, the messages in which it is interested (e.g., the messages destined for it) are primary messages. Other messages are secondary messages. When two nodes encounter each other, they first exchange the description about the messages stored in their buffers. Based on the analysis of the description, each node determines an initial list of the desired messages from the other node, and sorts the messages in order of preference (i.e, the priority of primary messages is higher than that of secondary messages). For the sake of simplicity, let us assume that the size of messages is the same. Finally, each node refines the list by keeping the top messages in its initial list, where is the minimum size of two initial lists.
From the above depiction of message selection under this strategy, we can see that it is entirely up to the nodes to determine the desired messages. Thus, a node may adopt selfish behavior to the secondary messages, in order to conserve its limited resources. However, exchanging the secondary messages is also beneficial, since they can be used to exchange the primary messages in the future. In other words, each message has a potential value, which is employed to prevent selfish behavior. Moreover, the authors in [13] [31] consider the message selection process as a two-person game, and utilize Nash theorem to increase the message delivery ratio.
After the message selection process, two encountered nodes exchange the messages in the lists one by one (i.e., if a node has sent a message to the other node, it would not send another message, until it receives a message from the latter). In such a manner, even if the connection is disrupted during the exchange process, the maximum difference of the number of the exchanged messages between two nodes is one. Consequently, the fairness of message exchange can be ensured by exchanging approximately the same amount of messages between two encountering nodes.
However, the requirement of exchanging the same amount of messages is a two-edged sword. It degrades routing performance dramatically, in the case that one of two encountered nodes has fewer messages. For instance, there are two encountered nodes, called node A and B. Node A contains a message whose destination is node B. However, there is no message in the buffer of node B at the moment. In such a case, the message cannot be delivered to node A. Furthermore, if node A is the source of the message, the performance in terms of delivery ratio is even worse than that achieved by utilizing Direct Delivery [39] which is generally considered to achieve the lower bound for delivery ratio in DTNs.
B. Credit-based Strategies
Credit-based strategies are proposed to avoid the disadvantages of barter-based strategies. This kind of strategy stimulates nodes to be cooperative by utilizing the concept of virtual credit, which is utilized to pay for the message forwarding. The mechanism is that if a node cooperates to forward a message for others, it receives a certain amount of credit as a reward that it can later explore for its own benefit.
Based on which node is charged for the message forwarding, the credit-based strategies can be further sub-divided into two models [40] : 1) Message Purse Model and 2) Message Trade Model. In message purse model [15] [16] [14] , the source node of a message pays credits to the intermediate nodes which participate in delivering the message to the destination. In the message trade model [32] , messages are considered as valuable goods. The receiver pays credits to the sender of a message in each hop-by-hop transmission until the message reaches the destination, which finally pays for the message forwarding. Since the source nodes do not pay for the message forwarding, the message trade model is inherently vulnerable to the source nodes flooding the network. For this reason, most of the creditbased works utilize the message purse model.
In the strategies that belong to the message purse model, the common assumption is the existence of a Virtual Bank (VB), or Credit Clearance Service (CCS). The VB covers the space that the mobile nodes can reach, and can be connected by any nodes in the network. The responsibility of VB is to charge the source node of a message and reward the intermediate nodes which participate in delivering the message to the destination.
The strategies [16] [14] [15] belonging to the message purse model are suitable to different routing protocols. In [16] , the proposed strategy is designed for the single-copy routing protocols (e.g., Direct Delivery and First Contact [41] ) under which only one message copy exists in the routing process. Although single-copy routing protocols consume the least resources, the routing performances in terms of delivery ratio and delivery latency are generally too low to be applicable in reality [42] . Therefore, more routing protocols (e.g., Epidemic and Spray and Wait) are multi-copy based. In [14] [15], the proposed strategies are targeted to multi-copy based routing protocols in DTNs. In [15] , Zhu et al. include the solution of cheating actions (i.e., credit forgery attack, nodular tontine attack and submission refusal attack) which are adopted by the selfish nodes to maximize their benefits. Detailed information about these cheating actions is given in [15] .
From the above discussion, we can see that the process of charging and rewarding is invoked at the side of the VB, when a message is successfully delivered to the destination. However, the probability of message delivery is low in the network where the nodes have a high probability of being selfish (or a major portion of the nodes is selfish). Although the message delivery can still be achieved when the source node directly encounters the destination node, there is no intermediary nodes participating in message forwarding. In such a case, nodes cannot be stimulated to cooperate with other nodes, since the process of charging and rewarding cannot be performed at the side of the VB. Moreover, the credit-based strategies do not freeze the credits which have been utilized to request intermediary nodes to relay messages, before the messages are delivered to the destination. Therefore, nodes which have some credits cannot be stimulated to be cooperative to other nodes. Due to the above two reasons, the credit-based strategies cannot achieve a good performance, when nodes have a high probability of being selfish.
C. Reputation-based Strategies
We first explain the concept of reputation before discussing the reputation-based strategies: "Reputation of an agent is a perception regarding its behavior norms, which is held by other agents, based on experiences and observation of its past actions" [43] . In the scope of investigating selfish behavior, the reputation value of a node indicates other nodes' perception about the cooperation of the node. For instance, if the reputation value of a node is low, it means that the node is considered to be selfish by other nodes. If the reputation value of a node is high, it means that the node is considered to be cooperative with other nodes.
The mechanism of this kind of strategy is that a message generated by a given node is forwarded only if the node has forwarded messages originating from others. Therefore, the observation about the behavior of other nodes plays an significant role in this kind of strategy. Based on the feasibility of observation of other nodes, we further divide the existing strategies into two models: 1) detection-based model and 2) without detection model.
In the detection-based model, each node monitors the behavior of the receivers which receive a message from it, in order to detect the selfish nodes and stimulate them to be cooperative with others. In [37] [38] [34] , the authors utilize different methods to detect selfish behavior in DTNs. In [37] , each intermediate node receives a receipt after forwarding a message to another node. The receipt is a proof about the cooperation of the intermediate node. To assess the cooperation of an encountered node, Wei et al. utilize Beta distribution ( , ). However, the strategy cannot prevent collusion cheating, which means that some nodes together cheat other nodes in order to increase their reputation. Detailed information about this cheating action is given in [15] . In [38] , the strategy proposed by Li et al. is similar to the strategy in [37] . The difference is that a receiver floods the receipt instead of sending the receipt to the sender. In [34] , Bigwood et al. detect the selfish nodes in a different way. In [34] , the sender of a message (including the source and intermediate nodes) keeps the records of the encountered nodes and the forwarding records which contain the identifier of the message, the destination of the message and the forwarding time. When two nodes encounter each other, they check the forwarding records and received messages since last encountered time, in order to detect the cooperative nodes and selfish nodes.
However, due to the unique features of DTNs (e.g., the lack of an end-to-end continuous path and high variation in network conditions), the detection of selfish behavior is considered to be difficult by some authors. The alternatives belonging to reputation-based strategies are not based on the detection of selfish nodes [36] [16] . In [36] , Dini et al. decrease the reputation of all nodes periodically, and only increase the reputation of the intermediate nodes who participate in the successful message delivery. Like [36] , the proposed strategy in [16] decreases the reputation of all nodes periodically. The differences between them are in two ways. First, it involves the credit-based incentive strategy to reward the intermediate nodes which participate in the successful message delivery. Second, no matter whether the message delivery successes or not, all cooperative nodes can get good reputation values by sending the proofs of collaboration to the Trusted Authority (TA), which is responsible for credit and reputation clearance.
From the above description, we can see that the reputationbased strategies can works well even if a major portion of the nodes takes the selfish behavior of dropping messages. However, this kind of strategy mistakenly considers the collaboration of intermediate nodes as selfish behavior, if the reason causing the failure of message delivery is the message expiration other than selfish behavior of intermediate nodes.
It is unfair to the cooperative nodes. Furthermore, it results in the decrement of delivery probability of the message generated by this kind of cooperative node, since they are mistakenly considered as selfish nodes by other nodes. Moreover, since the reputation-based strategies only check whether an intermediate node forwards the message to other nodes or not, it cannot tackle the selfish behavior of non-forwarding messages.
IV. SIMULATION
In this section, we first introduce representative strategies in the above categories. We then present the experiment settings. The routing algorithm and performance metrics are subsequently depicted. Finally, we compare the performance of the different strategies for preventing selfish behavior.
A. Compared Strategies for Preventing Selfish Behavior
In the experiment, we compare the performance of preventing selfish behavior of the following strategies against a basic routing protocol (i.e., Spray and Wait), called Non-strategy, which does not cope with the selfish behavior of nodes.
Barter: When two nodes encounter each other, they exchange the same amount of messages. In barter, the incentive attribute is the number of the messages in a node.
MobiCent: Due to the selected routing algorithm, which will be presented later, is multi-copy based, we choose the Mobicent as the representative strategy in the category of credit-based. In [14] , the charging and rewarding processes are performed at the side of Virtual Bank (VB), when a message is firstly delivered to the destination. A constant credit is charged from the account of the source node in VB. The charged credit is equally divided, and distributed to the intermediate nodes in the message delivery path as a reward. In MobiCent, the incentive attribute is the credit in a node.
IRONMAN: As depicted in Section III Part C, when two nodes encounter each other, they firstly check the forwarding records and the received messages, in order to detect the selfish nodes. The two encountered nodes then update the opinion about others' behavior with each other. In IRONMAN, the incentive attribute is the reputation of a node. Compared to credit-based strategy, IRONMAN includes the detection of selfish behavior. Therefore, it is selected as the representative strategy in reputation-based strategy.
For each selected strategy, if the value of the incentive attribute in a node, which is explored to stimulate nodes to be cooperative to other nodes, is lower than a given threshold, the node turns into cooperation with other nodes; otherwise, the node may be selfish to other nodes with a given probability. The detailed settings are depicted in TABLE I.
B. Simulation Setup
In order to evaluate the performance of different strategies for preventing selfish behavior, we utilize the Opportunistic Network Environment (ONE) simulator [44] and the Random WayPoint (RWP) mobility model to conduct the experiment. In the RWP model, each node is initially specified a random destination within a given area, and it then moves towards the destination with a given speed. When it reaches the destination, it randomly chooses a new destination, and repeats the above process. Since the initial position of nodes which is generated by the RWP model is not uniform distribution [45] , we specify a warm-up period (1000 seconds) to let the position of nodes meet the uniform distribution.
In this experiment, each simulation is repeated 5 times with different random seeds for statistical confidence. There are 50 nodes in each simulation. To simulate the social relationships, we equally divide the nodes into two groups. Two nodes that belong to the same group are considered to have a social relationship; otherwise, the nodes are considered to not have a social relationship. During the simulation, a message with a random source and destination is generated at every 72 seconds. Since the message generation process lasts for 12 hours, there are 600 messages generated in total. The detailed settings are listed in TABLE II 
C. Routing Algorithm
Based on the above settings, we conducted our experiment with an efficient multi-copy routing algorithm in DTNs, namely Spray and Wait. The Spray and Wait routing algorithm provides a platform for the selected strategies. The routing process is elaborated below.
Spray and Wait: Messages are associated with an attribute , which indicates the maximum copies of the message that can be made by the message carrier. There are two phases: the Spray phase and the Wait phase. In the spray phase, the source node "sprays" − 1 copies of a message to the first distinct −1 encountered nodes. The message carriers, whose attribute is 1, switch to the wait phase. In the wait phase, the message carriers can only forward the message to the destination.
D. Performance Metrics
We measure the following metrics to assess the impact of selfish behavior in DTNs:
Delivery Ratio: The proportion of messages that have been delivered out of the total unique messages created.
Delivery Cost: The total number of messages (including duplicates) transmitted in the simulation. To normalize this, we divide it by the total number of unique messages created.
Average Delivery Latency: The average time needed to finish transmitting messages to their destinations.
E. Simulation Results
In Fig.2(a) , the performance of the strategies for preventing dropping messages is shown. When all nodes are cooperative, the performance of MobiCent and IRONMAN is worse than non-strategy. The reason for MobiCent is that the performance is constrained by the available credit that a node holds. For IRONMAN, since the strategy considers the nodes, who participate in forwarding messages which expire before reaching the destinations, as selfish nodes, the others nodes refuse to provide message forwarding for this kind of nodes until they increase their reputation values by successfully relaying sufficient messages for other nodes. For all nodes, when the probability of being selfish is about 0.5, the performance of MobiCent is better than non-strategy by about 2-3%. However, as the increment of the probability, the performance decreases, due to the weakness of MobiCent (See Section III Part B). When the probability of being selfish is high, the performance of IRONMAN is much better than those of other strategies, since it can detect the selfish nodes, and encourage the selfish nodes to be cooperative. Moreover, the performance of barterbased strategy is always worse than the other strategies, due to the few messages in nodes (See Section III Part A). Fig.2(b) illustrates the performance of the strategies for preventing non-forwarding messages. The performance of IRONMAN is always worse than those of MobiCent and non-strategy, since it cannot explicitly prevent the selfish behavior of non-forwarding messages. However, MobiCent can implicitly stimulate nodes to be cooperative, as the number of the messages, which are generated and stored in their buffers, increases. Moreover, the performance of barter-based strategy is always worse than the other strategies.
In Fig.3 , the performance of delivery ratio of the four strategies under the social selfishness is investigated. From the figures, we can see that all the strategies cannot work well under social selfishness. When nodes participate in message forwarding under the social selfishness, the nodes' the credit or reputation becomes the constrained condition which degrades the routing performance.
The performance of delivery cost is demonstrated in Fig.4  and 5 . From the figures, we can see that all the strategies can achieve a good performance in terms of delivery cost. When the nodes adopt the selfish behavior of dropping messages, the reason of the decrement of delivery cost is that the strategies deter nodes from performing selfish behavior. When the nodes run under the selfish behavior of non-forwarding messages, the decrement of delivery cost is caused by the selfish behavior. It also proves that the strategies cannot deal with the selfish behavior of non-forwarding messages.
The performance of delivery latency is demonstrated in Fig.6 and 7 . From the figures, it is shown that the barter-based strategy achieves the worst performance in terms of delivery latency, due to the weakness of barter-based strategies. From the above analysis of the simulation results, we can see that the credit-based and reputation-based strategies can prevent the selfish behavior of dropping messages. The performance of barter-based strategies is always worse than the the above two kinds of strategy. All of the strategies cannot deal with the selfish behavior of non-forwarding messages.
F. Comparison of Strategies
According to the above simulation results, the performance of the representative strategy in each category is listed in TABLE III.
V. RELATED WORK
Recent years have seen considerable research works proposed to address the issues of selfish behavior in DTNs. However, only a few of them include the investigation or performance comparison of the proposed strategies for preventing selfish behavior [46] [47] [34] . In [46] , Woungang et al. survey the credit-based strategies. The authors compare the existing strategies in the evaluation part, according to the aspects of security issues, charging and rewarding models, and the suitable routing protocols. In [47] , Madarresi et al. investigate the reputation-based strategies in terms of incentive patterns, security issues, and suitable routing algorithms. It should be emphasized that none of them focus on the the performance comparison of the proposed strategies.
In [34] , Bigwood et al. compare the performance of some proposed strategies in the simulation part. However, the authors do not analyze the mechanism of the compared strategies, since the purpose in [34] is a proposal of reputation-based strategy. Moreover, the compared strategies is not selected from each category. Therefore, it cannot reflect the performance comparison between different strategy categories.
Our work differs with the aforementioned works in two ways. First, we analyzed the proposed strategies, and classified them into three categories. Further, we pointed out the common problem of the existing strategies in each category. Second, we focus on the performance comparison between different categories by comparing the performance of the selected representative strategies from each category.
VI. CONCLUSION
In this paper, we first classified the selfish behavior in DTNs. The existing strategies for preventing selfish behavior are traditionally classified into three categories: barter-based, credit-based and reputation-based. We subsequently analyzed the mechanisms and explored techniques of the proposed strategies. Further, we pointed out the problems in each category. At last, we conducted an experiment to investigate the performance of the representative strategies in each category. The results of our experiment illustrate that 1) the performance of barter-based strategies is impaired by the requirement of exchanging the same amount of messages; 2) credit-based strategies cannot work in an environment in which the nodes have a high probability of being selfish to other nodes; 3) the performance of reputation-based strategies is seriously impaired with the message lost; and 4) all the strategies cannot deal with the selfish behavior of non-forwarding messages.
